Cyber Crime & Fraud

What does it mean to you?

Tom Lyes | Key Relationship Manager
The Practical Vision Network



Who we are

the
exchange



Lawyer Checker Chedicer

» Launched in 2013
> £223bn in property transactions exchanged every year
> Growing product portfolio
> Account & Entity Screen
2> Consumer Bank Account Checker
> ONDMARC
» Cyber Security
» Account & Entity Screen now involved in 20% of
conveyancing transactions
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Lawyer

Methods of attack Checker

Phishing

When a target is contacted by email, telephone
or text message by someone posing as a
legitimate institution to lure individuals into
providing sensitive data such as personally
identifiable information, banking and credit
card details, and passwords.



Methods of attack

Exam p Ies of phishi ng emai IS Fram: Microsoft office3G5 Team [mailta:oyh11241@ lausc. net]

Sent: Monday, September 25, 2017 1:39 5M
To:
Subject: Your Mai'box Will Shutdown Verfy Your Account

] Office365

amazon Refund Notification ' _ L .
Detected spam messages from your <EMAIL APPLARLD HERLE> account will be
Due 1o & sytem anor you were couble chergad for your laat order, & refund blocked.

pracess wea o atad but ooulz ant ba compasad dua o ammas in your Blling
nlooraticn

If you do net verify your mailbox, we will be force to block your account. If you want to
continue using your email account please yverify .,
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Micraseft office365 Team! ©2017 All Rights Reserved




Methods of attack




Methods of attack

CEO Whaling
When the CEO of a company gets impersonated to internal
or external people

From: Chris Harris <ceo.mobile@zoho.eu>
Sent: 25 May 2018 09:30

To: Rachel Booth <rachel.booth@solvelegal.co.uk>
Subject: Info

Do we have any limit on same-day (CHAPS) payments ? What is our cut off time ?

Best Regards,
Chris Harris




Methods of attack

Email Cloning
Cloning of email addresses and domains

To: Chris Harris <Chris.Harris @pract calvision. co,uk>~
Subjecl: Chiis Harris nvoice TEU-Y79002 Ouluber 18

Coand Morning,

This iwwe o2 TEL-Y73002, and our month invoicz 3-e both extremely overcdue.
Plegs2 can you conlurm g vayimznl dale and gel Lhis cledred uvige i dy Lo avoid us Faving e proveed wilh lzgz adior,

hank ynu,

Cluis Furris

el: (1260 235147
e-Mz :Cans Harns®ipracticalvision.co.uk




Scam Alerts & Security Incidents Chedier

60% of law firms reported a security incident in 2018
237 Scam Alerts in 2018
Inheritance/Entitlement to Money: 12 (in the last 3
months)
Emails/Phishing/Malware:

font  ler e prolen ek ot he  luderet Tramn

Bogus Websites: 17 oo

Scam alert search
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Conveyancing Fraud




Account & Entity
Screen

» Account & Entity Screen provides you with
enhanced risk management, in transmission of
funds, by checking the account details of a
solicitor you are sending funds to against our
unique database.

i



Databases Checked Gty

> SRA/CLC FCA Registers
2 CQS DMARC
Lexcel ICO Data Protection Registers
2> Land Registry Transfers of Lawyer Checker Databases
Value Scam Alerts
2> Sort Code Lookup SDT Records and SRA

2> Google Search and Streetview Conditions



When?

Recommended that every transaction is
searched, this ensures adherence to SRA
Principle 10.

2> When in the transaction? ----
|ldeally at the outset
» Before exchanging of contracts
» Update your search - FREE refresh service



Objection handling




Changes to regualtion

Carry(ing) out relevant checks in relation to the

conveyancer acting for the other party
> 1.4a - CQS CPMS

5,&;‘; Conveyancing
’é,/) Quality
> 5.14a - Lexcel

€p

A procedure for handling financial transactions including
the transfer of funds

> 2.2a - CQS CPMS

» 2.5a - Lexcel

A procedure for verifying the banking details of other Le\ce
conveyancers and third parties to whom money is sent
2 6.21 - CQS CPMS

Practice Management Standard
Law Society Accredited




What’s in it for me? Gy

» Cyber crime and fraud are topical, firms will engage you with on this
subject, creates a way in for you to talk about other products.

> We are a well known brand, people trust us and respect the education
work we do across the sector.

> We can support you by delivering training to a firm, educating staff and

adding value to your service.
2> A simple and cost effective product to use which provides huge protection.
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Lawyer Checker

Consumer Bank
Account Checker

OnDMARC
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Thank You

Tom Lyes
Key Relationship Manager

tom.lyes@practicalvision.co.uk
07432 344274
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