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Who we are



Launched in 2013 
£223bn in property transactions exchanged every year 
Growing product portfolio 

Account & Entity Screen 
Consumer Bank Account Checker 
OnDMARC 
Cyber Security  

Account & Entity Screen now involved in 20% of 
conveyancing transactions

Lawyer Checker



 

Friday Afternoon Fraud



Methods of attack

 

Phishing 
When a target is contacted by email, telephone 
or text message by someone posing as a 
legitimate institution to lure individuals into 
providing sensitive data such as personally 
identifiable information, banking and credit 
card details, and passwords.



 

Examples of phishing emails

Methods of attack



 

Vishing 
Vishing is the telephone equivalent of phishing. It is described as 
the act of using the telephone in an attempt to scam the user 
into surrendering private information

Smishing 
Smishing is the text message equivalent of phishing. It is 
described as the act of using text messages in an attempt to 
scam the user into surrendering private information

Push Payment Fraud 
This is when scammers convince a customer to transfer money to 
them via an instant payment.

Methods of attack



 

CEO Whaling 
When the CEO of a company gets impersonated to internal 
or external people

Methods of attack



 

Email Cloning 
Cloning of email addresses and domains

Methods of attack



Scam Alerts & Security Incidents

60%  of law firms reported a security incident in 2018 
237 Scam Alerts in 2018 

Inheritance/Entitlement to Money: 12 (in the last 3 
months) 
Emails/Phishing/Malware: 29 
Bogus Websites: 17



Hacked!



Conveyancing Fraud



Account & Entity Screen provides you with 
enhanced risk management, in transmission of 
funds, by checking the account details of a 
solicitor you are sending funds to against our 
unique database.

Account & Entity 
Screen



Databases Checked

SRA/CLC 
CQS 
Lexcel 
Land Registry Transfers of 

Value 
Sort Code Lookup 
Google Search and Streetview 

FCA Registers 
DMARC 
ICO Data Protection Registers 
Lawyer Checker Databases 
Scam Alerts 
SDT Records and SRA 

Conditions



When?

Recommended that every transaction is 
searched, this ensures adherence to SRA 
Principle 10. 

When in the transaction? 
Ideally at the outset 
Before exchanging of contracts 
Update your search - FREE refresh service



Objection handling

We only work with local firms 
We have a safe list 
We user lender exchange 
Cost



Carry(ing) out relevant checks in relation to the 
conveyancer acting for the other party  

1.4a – CQS CPMS 
5.14a – Lexcel 

A procedure for handling financial transactions including 
the transfer of funds  

2.2a – CQS CPMS 
2.5a – Lexcel 

A procedure for verifying the banking details of other 
conveyancers and third parties to whom money is sent  

6.2l – CQS CPMS

Changes to regualtion



Cyber crime and fraud are topical, firms will engage you with on this 
subject, creates a way in for you to talk about other products. 
We are a well known brand, people trust us and respect the education 
work we do across the sector.  
We can support you by delivering training to a firm, educating staff and 
adding value to your service.  
A simple and cost effective product to use which provides huge protection. 

What’s in it for me?



Account & Entity Screen 
RRP: £10 +VAT per check 
Reseller Price: £8 +VAT per check 

What’s in it for me?



OnDMARCConsumer Bank 
Account Checker

Cyber 
Essentials

Lawyer Checker



Tom Lyes 
Key Relationship Manager 
tom.lyes@practicalvision.co.uk  
07432 344274

Thank You


